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DATA TRECUTA

 arhitectura de baza a calculatoarelor

« unadintre concluzii: comunicarea, la fel de importanta ca si
procesareain sine




CUPRINS

 scurt review arhitectura de baza a calculatoarelor
* Instruction Set Architecture (ISA)

- de la cod sursa la cod masina

- software cracking
* executarea datelor
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DE LA COD SURSA LA EXECUTIE

« cod masina (machine code)

* instructiuni binare executate direct de CPU
- CPU poate executa doar cod masina (orice altceva e tradus in CM)
* cum obtine cod masina?

+ din cod sursa

* codul sursa este generic

« codul masina e specific pentru Assembler, CPU, OS
cod masina

Program

lihrary
K
souroe | fmrme=smemsmea. -
file #1 > :“E;S_E"’k_l_er__ file #1
cource | mrmemememsmeas b ject

_."i Lesembhlear _.. file 2 o Linkesr i Executable

file #=2 )
--------------- fl le
/ Fy
o [mrmemmm——— - e
THECS Fi Aszewhler —Im D150

ASM file #2 [ ] file #3

https://en.wikipedia.org/wiki/C_standard_library



DE LA COD SURSA LA EXECUTIE

« cod masina (machine code)

 la laborator, primul vostru program ASM a fost:
e as --32 program_exit.asm -0 program_exit.o
* Id-m elf 1386 program_exit.0 -0 program_exit
« .[program_exit

cod masina
Program
lihrary
K
Source b ject
Souarce Ok ject. -
file #Z _M’ file gz [—M ILinker %:_{icuta.ble
ile
F Y
Souarce Object
ASM fil= #2 file #2

e

https://www.tenouk.com/ModuleW .html



DE LA COD SURSA LA EXECUTIE

« cod masina (machine code)

- la laborator, pentru programele ASM unde ati folosit scanf/printf:
* as --32 matrix.asm -0 matrix.o
e gcc —m32 matrix.o -0 matrix

« ./matrix
cod masina

Program

lihrary
K
Source b ject
Source Object

file #Z _M’ fj__]_:le g7 M Linker %iigutahle
F Y

Souarce Ok ject
Asi o ||

e

https://www.tenouk.com/ModuleW .html



DE LA COD SURSA LA EXECUTIE

 1in general (nu doar pentru Assembly)

Source Code Assembly Object File Binary File Process

68 00 38 40 80 FF 15 99
68 86 30 A0 80 FF 15 90 5D C3 BS 4D SR 00 00 66

ain

50 €388 % Sh 90 08 66 33 CO EB 34 8B 0D 3C 00
inl 0 push 99 CO EB 35 60 @ 3¢ 50 45 00 00 75 EA B8 0B
| mov 50 45 80 00 75 EA B8 08 46 00 75 DC 33 CO 83 B9
S SES M) — push §56298 A8 08 75 DC 33 CO 63 B9 81 E8 00 40 00 OF 95 CO
pristf("liel o worlcl™); call DWORD imp_ printf 81 E8 00 40 00 OF 95 CO 15 7C 20 48 88 59 6 FF
add 15 7C 20 40 00 59 6A FF 34 20 40 08 A3 88 33 kO
) xox 34 20 40 00 A3 88 33 A0 30 40 00 89 61 88 60 38
pop 30 40 00 89 01 8B 0D 38 89 01 E8 27 85 00 08 ES
- 89 01 E8 27 65 00 08 ES 40 80 00 75 OC 68 E4 12

- 40 00 00 75 OC 68 E4 12

59 E8 48 05 00 00 83 3D l

FF FF 15 44 20 40 00 59

Compile Assemble Link Load

00 FF 35 54 30 40 00 A3

Libraries

https://slideplayer.com/slide/4695781/



DE LA COD SURSA LA EXECUTIE

cod sursa: main.c

#include <stdio.h>
i{“t ey cod sursa, assembly main.s
printf("hello\n™); .LCO:
return 42; .string "hello"
} text
.globl main
type main, @function
main:
gcc -S -0 mai.asm main.c .LFBO:
.cfi_startproc
endbr64

pushq %rbp
.cfi_def_cfa_offset 16
.cfi_offset 6, -16

movq %rsp, %rbp
.cfi_def_cfa_register 6
leaq .LCO(%rip), %ordi
call puts@PLT
movl $42, %eax
popg  %rbp
.cfi_def cfa7,8

ret

.cfi_endproc

cod masina, main (hexdump)

0000000 | 457f 464¢ 0102 0001 0000 0000 0000 0000

0000010 | 0003 003e 0001 0000 1060 0000 0000 0000

gcc -0 main main.c 0000020 | 0040 0000 0000 0000 3978 0000 0000 0000
0000030 | 0000 0000 0040 0038 000d 0040 001f 001e

0000040 | 0006 0000 0004 0000 0040 0000 0000 0000
0000050 | 0040 0000 0000 0000 0040 0000 0000 0000
0000060 | 02d8 0000 0000 0000 02d8 0000 0000 0000




DE LA COD SURSA LA EXECUTIE

* oObjdump main




DE LA COD SURSA LA EXECUTIE

* oObjdump main

# 2004 < IO stdin used+0xd>

Zcs:0x0(%rax,%rax, 1)

Tax,tax

32-bit integer 32-bit integer

Memory 0OAOBOCOD OAOBOCOD Memory

a: {i,.ﬂ_. (—‘ — _D_I:;

at+l:| 0B | «— —> a+1:|0C
a+2:|0C | == » a+2:/0B
a+3:|0D| == > a+3:|0A

T Big-endian Little-endian B

de asemenea, observati ca instructiunile nu
sunt codate cu aceeasi lungime

https://en.wikipedia.org/wiki/Endianness



ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly
registri
 instructiuni
tipuri de date
metode de adresare a memorieli




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly

" registr 4 bits = 1 nibble
 instructiuni 8 bits = 1 byte
- tipuri de date 16 bits = 1 word
- metode de adresare a memoriei 32 bits = 1 dword
64 bits = 1 qword
(Accmator) AX: - AL F L A G S
{BaseE gza(inter}l . = 2
X ol on - Instruc_tion Pointer (IP): urmatoarea
instructiune care trebuie executata
{E;);) DX: DH DL
ESI (Source Index) Stack Pointer (ESP): adresa stivei
EDI (Destination Index)
. YMM (pentru AVX) / XMM (pentru SSE):
ESP (Stack Pointer) . . . .
registrii pentru operatii pe vectori
EBP (Base Pointer)

F 3
v

32 bits




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly

° - L] . .
registri 4 bits = 1 nibble
 instructiuni 8 bits = 1 byte
* tipuri de date 16 bits = 1 word
- metode de adresare a memoriei 32 bits = 1 dword
Instruction Mnemonic Condition (Flag States) Description - —
Unsigned Conditional Jumps 64 bItS - 1 qWO rd
JA/INBE (CForZF)=0 Above/not below or equal
JAE/INB CF=0 Above or equal/not below
JB/INAE CF=1 Below/not above or equal
JBE/INA (CFor ZF) =1 Below or equal/not above FLAGES
IC CF=1 Carry
JEe/NZ ZF =1 Equal/zero
JNC CF=0 Not carry . . o
INE/NZ =0 Not equal/not zero Instruction Pointer (IP): urmatoarea
INP/JPO PF=0 Notparity/parityodd jnstructiune care trebuie executata
JP/JPE PF=1 Parity/parity even
JCXZ X=0 Register CX is zero
JECXZ ECX=0 Register ECX is zero . . .
JG/JNLE ((SF xor OF) or ZF) =0 Greater/not less or equal
JGE/JNL (SFxor OF)=0 Greater or equal/not less
JL/INGE (SF xor OF) = 1 Less/not greater or equal YM M (pentru AVX) / XM M (pentru SS E)
JLE/ING ((SF xor OF) or ZF) =1 Less or equal/not greater . b . .
INO OF=0 Not overfiow registrii pentru operatii pe vectori
JNS SF=0 Not sign (non-negative)
J0 OF =1 Overflow
JS SF=1 Sign (negative)
ntet G 1 2-Architectures-Software DeveloperManuats;

com/content/www/us/en/processors/architectures-software-developer-manuals.html




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly
*  registri
 instructiuni
* tipuri de date
* metode de adresare a memoriei

* in general, registrii sunt grupati si indexati

 read register 1/ 2: indecsii de citire
- read data 1/ 2: datele citite :|read register 1

read register 2

« write register: indexul in care se scrie read data{—>
* Wwrite data: datele care se scriu

Register File

read data2f——>

write register

write data




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly
*  registri
 instructiuni
* tipuri de date
* metode de adresare a memoriei

* in general, registrii sunt grupati si indexati

Read register

number 1

- read register 1/ 2: indecsii de citire
- read data 1/ 2: datele citite L
- write register: indexul in care se scrie o - x

* Wwrite data: datele care se scriu

Read register
number 2

u —» Read data 2

PH book, Apendix B.8



ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)
» structura sintactica si semantica a limbajului Assembly
registri
instructiuni

tipuri de date
metode de adresare a memoriei

* in general, registrii sunt grupati si indexati

 read register 1/ 2: indecsii de citire

Write

- read data 1/ 2: datele citite ] -
* write register: indexul in care se scrie || ..."[ | — o
- write data: datele care se scriu e

MUY

PH book, Apendix B.8




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly
* registri
 instructiuni
* tipuri de date
* metode de adresare a memoriei

¢ <opcode>< >
* add opl, op2 (op2 « op2 + op1)

- Categorii de instructiuni
« transferul datelor: mov, cmov, movg, movs, movz, push, pop

- aritmetica si logica: add, sub, mul, imul, div, idiv, sal, sar,
shl, shr, and, or, not, xor, test, cmp

« controlul programului: call, ret, j*




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

» structura sintactica si semantica a limbajului Assembly
* registri
 instructiuni
* tipuri de date
* metode de adresare a memoriei

C declaration Intel data type GAS suffix | x86-64 Size (Bytes)
char Byte b |
short Word w 2
int Double word 1 4
unsigned Double word 1 4
long int Quad word q 8
unsigned long | Quad word q 8
char * Quad word q 8
float Single precision s 4
double Double precision d 8
long double Extended precision o 16

* pot fi mici variatii in functie de definitii, windows vs linux etc.

https://slideplayer.com/slide/9507029/
https://www.intel.com/content/www/us/en/developer/articles/technical/size-of-long-integer-type-on-different-architecture-and-os.html
https://stackoverflow.com/questions/384502/what-is-the-bit-size-of-long-on-64-bit-windows




ARHITECTURA SETULUI DE INSTRUCTIUNI

* Instruction Set Arhitecture (ISA)

 structura sintactica si semantica a limbajului Assembly
* registri
* instructiuni
« tipuri de date
* metode de adresare a memoriei

 adresare imediata:
* imediat: mov $172, %rdi
* Cu registru: mov %rcx, %rdi
* cu memorie: mov 0x172, %rdi

- adresare indirecta
* indirect prin registru: mov (%rax), %rdi
* indirect indexat: mov 172(%rax), %rdi
* indirect bazat pe IP: mov 172(%rip), %ordi

« cazul cel mai general: mov 172(%rdi, %rdx, 8), %rax
* Base + Index*Scale + Displacement
- il aveti explicat detaliat in suportul de laborator




ARHITECTURA SETULUI DE INSTRUCTIUNI

e cateva exemple in Assembly

. mov - test
- push ©Je
- call © Xor
- cmp ° jmp
- add ° Ine
. pop - ret

. lea iInc/sub

https://en.wikipedia.org/wiki/X86_instruction_listings



DE LA COD SURSA LA EXECUTIE

- exceptie de la regula

+ bytecode (cod interpretat): instructiunile sunt executate de un
interpretor care apoi le trimite la CPU

Interpreted code:

Java: java byte-code
C#: Common Intermediate Language (CIL)

Java Code (.java)

v Python: .py, python byte-code (fisiere .pyc)
JAVAC Javascript: .Js
compiler

l Interpreter:

Java: Java VM
C#: Common Language Runtime (CLR) in .NET
| Python: python Virtual Machine

Byte Code (.class)

| ! : Javascript: V8 sau Spider Monkey
VM VM VM
. . .

Windows ‘ Linux ‘ Mac ‘




DE LA COD SURSA LA EXECUTIE

- exceptie de la regula
+ bytecode (cod interpretat): instructiunile sunt executate de un
interpretor care apoi le trimite la CPU
« totul e lent pentru ca mai este un pas de procesare
« JIT compilation (Just-In-Time compilation) ajuta

Java source code - Java bytecode
—— Java compiler Class fil
Java files ass Tiles

s
’l
27 JScript )
4
. R } Compilation
Java Virtual Machine VB.NET Compiler Time
Java interpreter Just-In-Time (JIT) compiler

.
l‘ Runtime compilation... Metadata Common Intermediate Language (CIL) I }

‘ Native (machine) code ‘
l [
Operating System (0S)
|

v

Hardware

JIT Compiler

Native Code Il Execute

P Runtime




UN EXEMPLU

« urmatorul program simplu verifica o cheie de licenta

#include <string.h>

#include <stdio.h>

int main(int argc, char *argv[]) {
if(argc==2) {
printf("Checking License: %s\n", argv[1]);
if(strcmp(argv[1], "AAAA-Z10ON-42-0K")==0) {
printf("Access Granted!\n");
} else {
printf("WRONG!\n");
}
} else {
printf(“Usage: <key>\n");
}

return 0;




UN EXEMPLU

 gdb checklicense

(gdb) set disassembly-flavor intel

(gdb) disassemble main

Dump of assembler code for function main:
0x0000000000000740 <+0>: push  rbp
0x0000000000000741 <+1>: mov rbp, rsp
0x0000000000000744 <+4>: sub rsp,0x10
0x0000000000000748 <+8>: mov DWORD PTR [rbp-0x4],edi
0x000000000000074b <+11>: mov QWORD PTR [rbp-0x10],rsi
0x000000000000074F <+15>: cmp DWORD PTR [rbp-0x4],0x2
0x0000000000000753 <+19>: jne 0x7ae <main+110>
0x0000000000000755 <4215 mov rax,QWORD PTR [rbp-0x10]
0x0000000000002759 <+25>: add rax, 0x8
0x0000008G0V000075d <+29>: mov rax,QWORD PTR [rax]
0x6000000000000760 <+32>: mov rsi, rax
0x0000000000000763 <+35>: lea rdi, [rip+0Oxea] # 0x854

L - 0x000000000000076a <+42>: mov eax, 0x0
verifica daca ceva este egal I  0x000000000000076F <+47>:  call 0x5e0 <printf@plt>

0x0000000000000774 <+52>: mov rax,QWORD PTR [rbp-0x10]
0x0000000000000778 <+56>: add rax, 0x8
0x000000000000077Cc <+60>: mov rax,QWORD PTR [rax]

0x000000000000077f <+63>:  lea  rsi,[rip+Oxec] # 0x872
0x0000000000000786 <+70>: mov rdi, rax
call la strcmp 0xAANAANRROARARTEI—<+73>——>call  OXx5f0 <strcmp@pli>
.- 0x000000000000078e <+78>: test eax,eax
apol jne 0x0000000000000790 <+80>:  jne  Ox7a® <main+96>
0x0000000000000792 <+82>:  lea  rdi,[rip+0xe2] # 0x87b
0x0000000000000799 <+89>:  call  Ox5d® <puts@plt>
0x000000000000079%e <+94>: jmp 0x7ba <main+122>
0x00000000000007a0 <+96>:  lea  rdi, [rip+Oxed] # 0x88b
. 0x00000000000007a7 <+103>: call 0Ox5d0 <puts@plt>
din nou call la puts 0x00000000000007ac <+108>: jmp  Ox7ba <main+122>
~ 8x0000000NN00007ae <+110>: lea rdi, [rip+0xe4d] # 0x899
avem asta in COd? 0x00000000000007b5 <+117>: calt~ 0x5d0 <puts@plt>

0x00000000000007ba <+122>: mov eax,0x0
0x00000000000007bT <+127>: leave
0x00000000000007cO <+128>: ret

End of assembler dump.

(gdb) |




UN EXEMPLU

 gdb checklicense

(gdb) set disassembly-flavor intel
(gdb) disassemble main
Dump of assembler code for function main:

: : 0x0000000000000740 <+0>: push  rbp
#include <string.h> 0x0000000000000741 <+1>: mov rbp, rsp
#include <stdio.h> 0x0000000000000744 <+4>: sub rsp,0x10 _
0x0000000000000748 <+8>: mov  DWORD PTR [rbp-0x4],edi
0x000000000000074b <+11>: mov  QWORD PTR [rbp-0x10],rsi
0x000000000000074F <+15>: cmp  DWORD PTR [rbp-6x4],0x2
int maj_n(j_nt argc, char *argv[]) { 0x0000000000000753 <+19>: ine 0x7ae <main+110>
8x0000000000000755 <+21>: mov rax,QWORD PTR [rbp-0x10]
if(argc==2) { 0x0000000000000759 <+25>: add rax,0x8
i ) ) 0x000000000000075d <+29>: mov rax,QWORD PTR [rax]
printf("Checking License: %s\n", argv[1]); 0x0000000000000760 <+32>: mov rsi, rax
) i} . 0x00000006000A0763 <+35>: lea rdi, [rip+6xea] # 0x854
if(strcmp(argv[1], "“AAAA-Z1ON-42-0K")==0) { 0x000000000000076a <F42> mov _ eax,0x0
. . . 0x000000000000076T <+47>: calt= 0x5e0 <printf@plt>
printf("Access Granted!\n"); 0x0000000000000774 <+52>: mov rax,QWORD PTR [rbp-06x10]
0x0000000000000778 <+56>: add rax, 0x8
} else { 0x000000000000077c <+60>:  mov  rax,QWORD PTR [rax]
. " uy OX800000000000077f <+63>: lea rsi, [rip+0xec] # 0x872
printf("WRONG!\n™); 0x0000000000000786 <+70>:  mov  rdi,rax
0x0000000000080789 <+73>: call Ox5f@ <strcmp@plt>
} Ox000000000000078e~<+78>: test eax,eax
} else { 8%2000000000000790 <+30>< jne  ©x7a® <main+96>
0x0000068000000792 <+82>: lea rdi, [rip+6xe2] # 0x87b
. " . "y, 0x000000000000B7AA_<+89>: callt> 0x5d0 <puts@plt>
printf("Usage: <key>\n"); 0x000000000000079¢ <FO%=-__  jmp _ Ox7ba <main+122>
} 0x00000000000007a0 <+96>: tea rdi, [rip+0xe4] # 0x88b
Ox00000000000007a7 <+103>: call” 0x5d0 <puts@plt>
return 0; 0x00000000006007ac <+108>: jmp  Ox7ba <main+122>

0x00000000000007ae <F1io=: lea rdi, [rip+0xed] # 0x899
} 0x00000000000007b5 <+117>: Catt> 0x5d0 <puts@plt>
0x00000000000007ba <+122>: mov eax, 0x0
0x00000000000007bf <+127>: leave
0x00000000000007cO <+128>: ret
End of assembler dump.

(gdb) |




UN EXEMPLU

- informatiile executabilului
- file checklicense

 hex viewer
* hexdump —C checklicense

* hex editor
* hexeditor checklicense

« scoate toate string-urile din figier
» strings checklicense

- dump al obiectelor din figier
* objdump —x checklicense

« analiza binara avansata

* radare2 (r2)
« ghidra

https://ghidra-sre.org/




UN EXEMPLU

objdump —d checklicense

0000000000000740 <main>:
740: %rbp
741: e5 %rsp,%rbp
744: ec 10 $0x10,%rsp
748: fc %edi, -0x4(%rbp)
74b: 75 0O %rsi, -0x10(%rbp)
74f: fc 02 $0x2, -0x4 (%rbp)
753: 7ae <main+0x6e>
755: 45 0 -0x10(%rbp) ,%rax
759: cO $0x8,%rax
75d: 00 (%Srax) ,%rax
760: cb %rax,%rsi
763: 3d Oxea(%rip) ,%rdi # 854 < I0 stdin used+0x4>
76a: 00 $0x0 ,%eax
76f: fe 5e0 <printf@plt>
774: 45 -0x10(%rbp) ,%rax
778: co $0x8,%rax
74 e 00 (%Srax) ,%rax
35 Oxec(%rip),%rsi # 872 < 10 stdin used+0x22>
(7 Srax,%srdi
fe 5f0 <strcmp@plt>
%eax,%eax
7a0 <main+0x60>
3d Oxe2(%rip) ,%rdi # 87b < I0 stdin used+0x2b>
fe 5d0 <puts@plt>
7ba <main+0x7a>
3d Oxed(%srip) ,%rdi # 88b < I0 stdin used+0x3b>
fe 5d0 <puts@plt>
7ba <main+0x7a>
3d Oxed (%rip) ,%rdi # 899 < I0 stdin used+0x49>
fe 5d0 <puts@plt>
00 $0x0,%eax

%CS:0x0(%rax,%rax, 1)

0x0(%rax,%rax, 1)




UN EXEMPLU

hexeditor checklicense

L.
.H9.
A™A

....H...H
....Checking the
license: %5 ...
. .ABCDEFGH. Acces
s granted!.Acces
s denied.Usage:

schimbam JNE?
care este noul OPCODE
Intel 64 and IA-32 Architectures Software Developer Manuals, pentru noua inStrUCtiU ne?

http://lwww.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html




UN EXEMPLU

hexeditor checklicense

L.
.H9.
A™A

....H...H
....Checking the
license: %5 ...
. .ABCDEFGH. Acces
s granted!.Acces
s denied.Usage:

schimbati voi si alte lucruri:
* parola

Intel 64 and IA-32 Architectures Software Developer Manuals, ° H
http://lwww.intel.com/content/www/us/en/processors/architectures-software-developer-manuals.html teXtUI afl$at




UN EXEMPLU

« ce am facut?

- am modificat, permanent, fisierul binar
* cum ne putem da seama ca un fisier a fost modificat?
Kali Linux Downloads

Download Kali Linux Images

We generate fresh Kali Linux image files every few months, which we make available for download. This page
provides the links to download Kali Linux in its latest official release. For a release history, check our Kali Linux
Releases page. Please note: You can find unofficial, untested weekly releases at http://cdimage.kali.org/kali-weekly/.

Downloads are rate limited to 5 concurrent connections.

Image Name Torrent  Version Size SHA256Sum

4.1G  50492d761e400c2b5e22c8f253dd6f75c27edbcBAe33c2ef272476a0588b02
Torrent 2020.4
Kali Linux 64-Bit

(Installer)

3.3G | 4d764a2ba67f41495c17247184d24b7f9ac9a7c57415bbbed663402aec78952b
Torrent =~ 2020.4
Kali Linux 64-Bit (Live)

https://www.kali.org/downloads/



EXECUTIA DATELOR

» fie urmatorul program foarte simplu (shellcode.c)

dinclude <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <gtring.h>
#include <errno.h>

int main()
{
int e;
char *argv[] = { "/bin/ls"™, "-1", NULL };

e = execve("/bin/ls", argv, NULL);
if (e == -1)
fprintf{stderr, "Error: %s\n", strerror{errno)):;
U;




EXECUTIA DATELOR

acelasi program in Assembly

.Cext
.globl start

start:
Xor %eax,seax

O

push %$eax

pUSh $OX68732£2£ rootlékali:~# objdump -d shellcode
push $0x6ec9622f
mov %esp, sebx
push %$eax

push %ebx

mov $esp,secx

cshellcode: file format elf32-1386

Disassembly of section .Cext:

08048054 < starts>:

8048054 : 31 <O XOI %eax, %eax
mov $0xb, %al 8048056 50 push  %eax
int SSO}ig(j 8048057 : 68 2f 2f 73 68 push S0x68732f2%
804805c: 68 2f 62 69 be push 50x6eb962271
5045061 : 59 e3 mov tesp, 3ebx
mosw L $]—r Zoax 8048063: 50 push Feax
o 5045064 : 53 push Febx
movl 50, %ebx 8048065: 89 el mov %esp, tecx
int S;OEig(j 8048067 : b0 Ob mowv 50xb, %al
804806%9: cd 80 int $0x8380
804806b: b& 01 00 00 00 mowv 50x1, $eax
g048070: bbb 00 00 00 00 mov $0x0, $ebx

8048075:

cd

50x380



EXECUTIA DATELOR

 un program echivalent

#include
#include

char *shellcode

int main(void)
!
L

LlHMi—hHll
} ( ,J ,J

ce se intampla aici?
afisati shellcode-ul pe ecran




EXECUTIA DATELOR

 un program echivalent

aceste programe nu mai pot rula pe sisteme de operare moderne
« Data Execution Prevention (DEP) e activ




CE AM FACUT ASTAZI

Instruction Set Architecture (ISA)
de la cod sursa la cod masina

un exemplu simplu de software cracking si shellcode execution




DATA VIITOARE ...

« acoperim concepte mai complexe care aduc performanta sporita
* pipelining
* branch prediction
« out of order execution

e sisteme multi-procesor

« performanta calculatoarelor




LECTURA SUPLIMENTARA

PH book

1.3 Below Your Program
1.4 Under the Covers
2.15 Advanced Material: Compiling C and Interpreting Java
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